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1
Decision/action requested

Add the text to sections 11 of the study item on 256 bit keys （TR 33.841）
2
References

3
Rationale
For section 11:
· Ciphering rate, MAC tag calculation delay are the most important aspects for 5G communication, because these two factors may lead to throughput decline and larger latency.
· Compatibility will affect the cost of chip.
For section 15:

· Non-technical factors should be considered in the SI, e.g., business model, because vertical industry customers may require a higher security level algorithm.
4
Detailed proposal
*************** Start of Change 1 ****************
11
Study the desired performance aspects for the new 256-bit algorithms

Editor's Note: This section will study the desired performance aspects for the new 256-bit algorithms taking into account software and hardware aspects.

The new 256-bit algorithms refer to as ciphering and integrity algorithms and  key derivation functions (KDF). These algorithms should meet basic requirements for 5G. Currently, AES/SNOW/ZUC-based algorithms specified for 5G enhanced to support 256 bits would be potential ciphering and integrity protection algorithms  for 5G future releases that support 256-bit algorithms.

11.1 Desired performance aspects

11.1.1 Updating implementation Security capability
As ciphering, integrity protection and KDF algorithms are usually implemented in the hardware (e.g. ASIC), once implemented, any change or modification or changes to the algorithms (e.g. due to vulnerability) are extremely difficult if not impossible
11.1.2 High key stream generation rate 

One of the most important requirements for 5G is high data rate. The 256-bit algorithms should not degrade communication performance in both gNBs (10Gbps) and MEs (1Gbps). 

11.1.3 Low latency of MAC generation

5G is designed for three basic scenarios, as eMBB, uRLLC and mMTC, each with different transmission latency requirements. The transmission latency is considered as 10s of ms for eMBB, and below 10 ms for uRLLC. The latency is not a key factor for mMTC. The 256-bit integrity protection algorithm should not cause distinct delay than the currently specified 128-NIAs.

Integrity protection for signalling is mandatory to use in 5G and optional to use for UP data. The evaluation should compare calculation delay under various length of packet (as long as 9000B per packet), and the largest delay should not exceed to 1ms.

11.1.4 Reusability  

The implementation of new 256-bit algorithm and supporting various MAC lengths may results in larger hardware footprint. The compatibility can be partitioned to three levels: 

Fully compatible with no extra logic: The 256-bit ciphering and integrity protection algorithm implemented with no extra logic resources compared with 128-EEA/128-EIA.

Highly likeliness of reusing construct of 128-bit counterpart Highly compatible succeeded to main function: The implementation of 256-bit algorithm can reuse main function of 128-EEA/128-EIA. The logic resource modification is comparable to the corresponding function of 128-EEA/128-EIA.

Incompatible Brand new: The implementation of 256-bit algorithm is incompatible with current implementation of 128-bit algorithms or would reuse few modules of 128-EEA/128-EIA.

11.2 Algorithms evaluation

As ciphering and integrity protection functions are almost always implemented in hardware, which would lead to a long design period and high cost, the further evaluation should be carried out: (1) compared with 128-NEA and 128-NIA, (2) implemented by software (e.g., compiled by C/C++) and in hardware (e.g., FPGA). As 128-NEA and 128-NIA match 5G requirement, it can be deduced that the 256-bit algorithms also meet the 5G requirement if the comparison results (key stream rate and MAC tag generation delay) are similar in terms of magnitude or with acceptable gap. Such tests should be launched before/as soon as the security evaluation starts.

11.2.1 AES-based algorithm

AES-256 encryption needs 14 rounds but AES-128 only needs 10 rounds, thus it is certain that extra logic resources is required in the ASIC (the cost might be very low). The 32-bit MAC tag can be truncated from a long output (128bit) for AES-CMAC (assuming MAC length to be used in conjunction with 256-bit algorithms are the same as 128-bit algorithms). If similar MAC generation scheme is adopted for AES-256, the MAC generation function might remain the same as AES-128.

11.2.2 SNOW-based algorithm

In comparison with SNOW 2.0, SNOW 3G has one more register and one more S-box layer. It seems SNOW 3G may support a 256-bit key without significant change, thus 256bit SNOW-based algorithm may reuse all previous circuits. The 32-bit MAC generation of SNOW 3G can be truncated from a much longer MAC output (64bit), thus it will not requires more logic resources to acquire a 64-bit MAC. 

11.2.3 ZUC-based algorithm

ZUC-256 (http://www.is.cas.cn/ztzl2016/zouchongzhi/201801/W020180416526664982687.pdf) is designed based on ZUC (core algorithm of 128-EEA3/EIA3). It reuses the main function of key stream generation and 32-bit MAC tag generation. Thus, it can reuse all circuit of ZUC. The MAC tag generation of ZUC/ZUC-256 is different from AES and SNOW (truncation is not supported). If a 64-bit MAC shall support in R16+, ZUC-256 requires extra logic resources. 

*************** End of Change 1 ****************
*************** Start of Change 2 ****************
15
Non-technical factors

15.1 Business mode
5G would serve for vertical industries, e.g., finance, electricity, energy, transportation, etc. The transactions, controlling information, alarming are sensitive information, and the customers usually believe that their systems as well as data should be carefully protected. 

Adopting 256-bit algorithm in 5G would provide a quantum-resistance algorithm (c.f. ETSI GR QSC 006 v1.1.1, “Quantum Safe Cryptography (QSC); Limits to Quantum Computing applied to symmetric key sizes”, December 2017), thus mobile network operator may offer a network slice profile with a more complexity algorithm for these costumers. 

*************** End of Change 2 ****************
